
THE NEW FACE 
OF FRAUD

Protecting Your Hiring Systems from Deception

I am Timothy Khoo-Jones, or am I? 



The Shocking Statistics 

1 in 4 Advancements in GenAI 
Computing

Gartner predicts that by 
2028, one in four job 

applications will be fake.

In HYPR’s 2025 report - 95% 
of companies surveyed 
experienced a deepfake 

incident last year. Crosschq 
research found that 

candidates are 4X more likely 
to misrepresent themselves 

than in 2021. 

300+

300+ companies (including 
several Fortune 500 
companies) reported 

unknowingly hiring IT workers 
from countries that engage in 
state sponsored cyberfraud 

and destabilization.



The Fraud Spectrum

L1 L3L2

• 70% of workers admit to 
lying on resumes. 

• AI tools are making this 
easier than ever.

• Automated Mass 
Appl icat ions. 

• Laptop farming operations
• Money laundering schemes
• Data theft operations 

• Deepfake interviews
• Proxy test-takers
• AI-generated credentials

Resume 
Enhancement Organized Crime

Identity Manipulation

L4

• State-Sponsored “IT Warriors”
• Industrial espionage 
• National security threats

Infiltration



Why Canada? 

The Perfect Storm - "Our strength as an innovative, welcoming nation has become our vulnerabil ity"

• 200,000+ unfilled tech 
posit ions nationally

• Pressure to hire quickly = 
security shortcuts

• Heavy rel iance on 
international talent pools

• High % of remote friendly 
jobs in the G7 countries.

• "Trust-first" hir ing culture
• Less stringent verif icat ion 

than US counterparts

• Access to US markets & data 
through USMCA

• Weaker security 
requirements than US firms

• Gateway to Five Eyes 
intell igence sharing

• No federal law specif ically 
addressing hir ing fraud

• Provincial privacy laws 
create patchwork compliance

• Limited CSIS mandate for 
private sector warnings

Tech Talent Shortage Remote Work 
Leadership Strategic Value Regulatory Gaps

“39% of Canadian organizat ions experienced cyber incidents - hir ing fraud is an emerging 
vector” - Canadian Centre for Cyber Security



How They Do It.

Ingredients Method

• One AI Headshot generator
• Voice cloning software
• ChatGPT resume
• VPN for location spoofing

• Mix Thoroughly
• Apply to 1000+ jobs

Time required 

• It used to take 3-weeks.
• Palo Alto Networks 

recently proved in now 
takes just 70 minutes

1 2 3



Is it Cake? The Headshot Edition



Digital Masks 

(the hand:face test) 

We

• Video from Dawid Moczadło
• This is now old technology
• It will only get better:worse
• Rise in AI cloning technology 

will make this far more 
common. 



The infiltration playbook

The Setup The Execution

• Stolen identities
• VPN location screen
• “laptop farms” 

• Apply to remote job 
postings

• Pass video interview with 
AI assistance

• Receive company issued 
laptop to local address.

• Remote access laptop

The payoff

• $200,000+ annual salary
• Access to source code and 

IP
• Potential for extortion.
• Canadian companies are 

targeted due to strong 
tech sector, remote work 
culture, and US links.
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Project White Caps (a fictional tale)

This is a fict ional tale combining elements of ACTUAL fraud that occurred at Canadian companies.

• GTA FinTech Company 
looking for senior 
developers.

• Sarah applies with 10 years 
experience, glowing 
references. 

• Hired remotely at $160K - no 
salary negotiat ion - #1

• Sarah asks to ship her laptop 
to a "temporary" address - 

#2
• Constant "webcam problems" 

after hir ing - #3
• Logging in 3am-11am EST - 

#4
• Declined all in person team 

meetups - #5

• Security audit revealed VPN 
access from Eastern Europe.

• "Sarah" was part of 
organized fraud ring.

• 6 months of customer data 
access.

• $160,000 salary paid out.
• All customer records 

exposed.
• Public declarat ion lead to the 

loss of 3 major cl ients.
• Investigat ion by Privacy 

Commissioner.
• Potential PIPEDA fines 

reaching mill ions.

The Perfect Candidate Red Flags Ignored The Discovery The Damage



Red Flags  - The “something’s off” checklist

Trust Your Gut (AND THIS LIST)

• Lip sync delays
• Unnatural bl inking patterns
• “My webcam is broken today”
• Won’t do the hand test

• Too eager to start 
immediately

• Zero salary negotiat ion
• Location inconsistencies

• VPN/proxy IP addresses
• Digital payment l inks to 

overseas accounts.
• Glitchy video quality.

• New profile (created within 
last 4-weeks)

• No (or very few) connections
• Or; a new profile with 

hundreds of connections 
(acquired connections)

• No original posts, comment, 
or reactions.

Visual Tells: Odd behaviour: Technical Giveaways: Quality of LI profile;



Your Defense Playbook - Technology 

The Tools in Your Arsenal

Real-time video analysis:
the process of automatically 
and continuously processing l ive 
video streams.

Document + l iveness checks:
an automated means of checking 
whether a subject is a real 
person or not.

Fraud pattern recognition:
the process of analyzing data to 
identify unusual trends and 
anomalies that indicate 
fraudulent act ivity.

Multi-factor verif ication beyond 
name-only matching:
requir ing two or more 
independent forms of 
identif icat ion proof.

Deepfake Detection AI-Powered Screening Background Check 
Evolution Identity Verification



Your Defense Playbook - Process

Immediate 
Actions:

Policy Updates

• Record all video interviews 
(with consent).

• Add in spontaneous 
technical questions.

• Require government ID 
verification.

• Use the “hand test”.

• Mandate “video on” for all 
remote interactions.

• Multi-person interview 
panels.

• Location verification 
requirements.

• Clear escalation protocols.

Training Focus

• Regular fraud awareness 
sessions.

• Deepfake detection 
workshops.

• Legal compliance updates 
(PIPEDA) and Bill C-27 
implications for AI use in 
hiring.

1 2 3

Human Intell igence Still Matters



Future Outlooks and Emerging Threats 

• Portable Digital Identity 
wallets.

• Real-t ime voice cloning.
• Undetectable deepfakes.
• AI vs AI arms race.

• Workforce IDV adoption is 
accelerating.

• Legal frameworks are 
evolving.

• Detection technology is 
advancing.

Coming Soon Silver Linings

This is not a problem that will 
solve itself.

But.....

The Future of Fraud (Spoiler: It Gets Worse)



Your Action Plan 

1 32

• Audit current verif icat ion 
processes.

• Identify technology gaps.
• Review recent hire 

documentation

• Full rollout of new 
processes.

• Measure and refine.
• Share learnings with your 

peers (and me).

• Select your IDV Solut ion
• Train hir ing teams on red flags
• Update hir ing pol ic ies

Week 1 Quarter 1

Month 1Leave Here and Do This:



Key Takeaways

If You Remember Nothing Else...

This isn’t future risk, it ’s 
current reality.

Your best defence. There is no perfect solut ion this 
is an AI vs AI race. 

We’re all in this together.

It’s Already Happening Technology + Process 
+ Training

Start small, 
start now Share knowledge

Final Thought:  The question isn’t whether you’ll encounter candidate fraud. It ’s whether you’ll be able to catch it?
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